Health Insurance Portability & Accountability Act (HIPAA)

Indian Health Service

HIPAA

DOES HIPAA APPLY TO ME?

If you answer yesto the following questions, then your organization is directly covered by HIPAA:

1. Isyour organization one of the following?

A health plan (an organization that provides or pays for the cost of medical care) — IHS is
specified in HIPAA as acovered health plan

A hedlth care clearinghouse (an organization that processes nonstandard data el ements of
health information into standard data el ements or the reverse)

A health care provider (specific entities defined in the Socia Security Act and other

entities that furnish, or bill and are paid for, health care services in the normal course o

business)

2. If you are a hedth care provider, does your organization transmit health information in
electronic form to carry out financia or administrative activitiesrelated to health care?

OVERVIEW

The Hedlth Insurance Portability and Accountability Act of
1996 (HIPAA) was enacted as part of a broad Congressional
attempt at incremental headth care reform. The
"Administrative Simplification" aspect of that law requiresthe
United States Department of Headth and Human Services
(DHHS) to develop standards and requirements for
maintenance and transmission of hedlth information that
identifiesindividual patients.

These standards are designed to:

- Improve the efficiency and effectiveness of the
health care system by standardizing the interchange
of electronic data for specified administrative and
financia transactions and
Protect the security and confidentiality of electronic
health information.

The requirements outlined by the law and the regulations
promulgated by DHHS are far-reaching — see “Does HIPAA
Apply to Me?’ above.

CIVIL & CRIMINAL PENALTIES

In HIPAA, Congress provided penalties for covered entities
that misuse personal health information. Covered entities that
violate these standards will be subject to civil liability. Civil
pendlties are $100 per violation, up to $25,000 per person, per
year for each requirement or prohibition violated. Criminal
penalties are up to $50,000 and one year in prison for obtain-
ing or disclosing protected health information; up to $100,000
and up to five years in prison for obtaining protected health
information under "false pretenses’; and up to $250,000 and
up to 10 yearsin prison for obtaining or disclosing protected
hed th information with the intent to sll, transfer or use it for
commercial advantage, personal gain or malicious harm.

IMPACT
HIPAA isan enterprise-wide issue — not just an information
technology issue. There are legal, regulatory, process,
security, and technology aspects to each proposed rule that
must be carefully evaluated before an organization can begin
itsimplementation plan. HIPAA is rapidly becoming a mgjor
issuein health care because:
Implementation timeframes are short — organizations
must be in compliance by:
Transactions — October 16, 2002
Privacy — April 14, 2003
Security — 24 months after the ruleisfina
Failure to comply with HIPAA will result in loss of third
party billing revenue.
Senior hedth care executives are clearly responsible for
the security and confidentiality of patient health
information, yet little has been done in most
organizationsto protect it.
There are significant civil penaties for non-compliance,
aswell as criminal penalties and serious liability risksfor
unauthorized disclosure.
There is no quick fix or easy solution to meet HIPAA
requirements.

COMPLIANCE
What are the key steps to be taken to achieve compliance with
HIPAA?
Step 1 — Education and Awareness
What isthe inpact?
Step 2 — Assessment and Planning
What do we need to do?
How will we do it?
Step 3 — Compliance
Carrying out action steps for implementation.
Step 4— Assurance
Are our compliance efforts successful ?
Step 5 — Periodic Follow-up Audit & Assessment
How will we maintain compliance?




IHSHIPAA NATIONAL & AREA COMPLIANCE TEAM LEADS

In early March 2001, Dr. Michael Trujillo appointed Dr. Robert Harry, of his staff, to
coordinate the national IHS HIPAA effort. To carry out his responsibilities, Dr. Harry has
formed a multidisciplinary Team. This team will work with Dr. Harry to provide leadership
and coordination of al efforts as IHS headth care programs work to become HIPAA
compliant. The grategic plan developed by the headquarters HIPAA team cals for them to
interpret the regulations and develop national policies needed to comply with them. The team
will cooperate with hedlth care programs and provide them with related information and
materials as they are developed for HIPAA compliance. Through the HQ HIPAA Team, Dr.

HIPAA PROJECT TEAM

Harry will monitor the progress of the HIPAA compliance effort.

It is expected that the IHS Area Offices will develop Area HIPAA compliance plans that will
include policy development needed to achieve HIPAA compliance at the Arealevel. Also, the
Area Offices will work with the local health care programs in helping them become HIPAA

compliant.
National HIPAA Compliance Team L eads

Name Area of Responsibility | Telephone Number E-mail Address
Robert Harry Chairperson (301) 443-7261 rharry@hge.ihs.gov
Ileana Hawkins Medical (301) 443-1479 ihawkins@hge.ihs.gov
Peter Nachod Facilities (301) 443-3121 pnachod@hge.ihs.gov
Mona Galpin Personnel (Ethics) (301) 443-4137 mgal pin@hge.ihs.gov
Jeanelle Raybon Personnel (Ethics) (301) 443-4137 jraybon@hge.ihs.gov
Richard Church Chief Information Officer (301) 443-0750 rchurch@hqe.ihs.gov
Russell Pittman Director, ITSC (505) 248-4191 russell.pitman@mail .ihs.gov
Jim Cussen Urban Programs (301) 443-4680 jeussen@hge.ihs.gov
Paula Williams Title V Programs (301) 443-7821 pwilliams@hge.ihs.gov
Doug Black Title | Programs (301) 443-1104 dblack@ihs.hge.gov
AngelaKihega Health Records (405) 951-3831 mary.kihega@mail.ihs.gov
Godwin Odia Quality Assurance (301) 443-1479 godia@hge.ihs.gov

Elmer Brewster

Business Office

(301) 443-1016

ebrewster@hge.ihs.gov

Bill Tibbitts Privacy (301) 443-1116 wtibbitt@hge.ihs.gov
Richard Price Regulatory & Legal Affairs (301) 443-1116 rprice@hqe.ihs.gov
Robin York Acquisitions (301) 443-3134 ryork@hge.ihs.gov
AthenaElliott Policy Office (301) 443-2650 aelliott@hge.ihs.gov
Lovell Hopper Finance (301) 443-1270 Ihopper@hqe.ihs.gov

IHS HIPAA Web Site
For additional detailed information on HIPAA, please visit the IHS HIPAA Web Site. Information available at the

site includes frequently asked questions, electronic reading room, links to other HIPAA sites, HIPAA presentations,
and HIPAA-related events.

www.hipaa.ihs.gov

Area HIPAA
Compliance Team L eads

Aberdeen Area

Madonna L ong

(605) 226-7501
madonna.long@ihsabr.ihs.gov

Alaska Area
Name of the Person
Phone

E-mail Address

Albuquerque Area

Rick Weller

(505) 248-4604

rweller@al bmail.albuquerque.ihs.gov

Bemidji Area

Jennifer Jenkins

(218) 759-3396
jennifer.jenkins@mail.ihs.gov

BillingsArea

Ray Darneal

(406) 247-7159
ray.darneal @mail.ihs.gov

California Area

Steve Lopez

(916) 930-3927 ext. 328
steven.lopez@cao-bl.california.ihs.gov

Nashville Area

Deborah Burkybile

(615) 467-1530
deborah.burkybile@mail.ihs.gov

Navajo Area

Wesley Old Coyote

(520) 871-1416
wesley.oldcoyote@navajo.ihs.gov

Oklahoma Area
AngelaKihega

(405) 951-3831
mary.kihega@mail.ihs.gov

Phoenix Area
DeAlvaHonahnie

(602) 364-5169
dealva.honahnie@mail.ihs.gov

Portland Area

Cheryl Bittle

(503) 326-3288
chittle@pao.portland.ihs.gov

Tucson Area

Bernie DeAsis

(520) 295-2480
bernard.deasis@mail .ihs.gov




